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Change History
Any changes made to the syllabus shall be clearly documented with a change history log. This
shall include the latest version number, date of the amendment and changes made. The purpose is
to identify quickly what changes have been made.
Version Number
and Date
V7.4
December 2016
V7.3
March 2015
V7.2
October 2013
V7.1
September 2012
V7.0
May 2012
V6.2
June 2011
V6.1
May 2011
V6.0
April 2011

Changes Made
Strapline regarding regulated statement has been added
Updated language requirements for extra time and use of dictionaries and the
broken hyperlinks. Standardised the trainer requirements
Trainer requirements updated
Added Reasonable Adjustments section and updated trainer requirements
details and included a section to cover excerpts from BCS books
ISEB replaced with BCS. No change to content of syllabus
Added in Recommended Reading and Resource List
Additions:
Warrants (entry/inspection) (2.1.2.1)
ICO new enforcement powers (2.1.2.1) including s55 (3A)
Syllabus V5.7 recast using new standard syllabus template and with minor
amendment of language. Also revised in light of recent changes in DP law.
Additions:
ICO new enforcement powers (2.1.2.1)
Undertakings (2.1.2.1)
CoP on data-sharing (s52A-E) (2.1.2.3)
Two-tier notification fee regime (2.1.3)
Legal professional privilege (2.1.6)
Subject information provisions (2.1.6)
Non-disclosure provisions(2.1.6)
Deletions:
Assessable processing (old Part 2A,C3)
Traffic/billing data; cli; directories (old Part 2B, A2, A3 & A4
Defamation Act 1996 (old Part 2C, A6)
Enforced subject access (old G3, Part 3)
Clarifications/qualifications:
s29 (2.1.6)
s32 (2.1.6)
Subject access fees (2.1.5)
ICO CoPs (2.1.2.3)
Law of confidence (2.1.4)
Amendments:
See 3.1 including introduction of Privacy by Design and PIAs.
See 3.3 - NB access controls, encryption covered by topic of complying with
7th principle in 3.1
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Rationale/Background
Organisations need to be aware of their obligations under UK data protection law, in particular the
Data Protection Act 1998 (“the Act”). The BCS Certificate in Data Protection is designed for those
with some data protection responsibilities in an organisation or who, for other reasons, wish to
achieve and demonstrate a broad understanding of the law and its practical application. It is
recognised that those with overall responsibility for data protection within an organisation will need
to develop a more detailed understanding of the law, including those provisions which are not
covered in the syllabus.

Aims and Objectives
The Certificate in Data Protection is intended to promote an understanding of the practical
application of UK Data Protection law including placing it in a human rights context. By obtaining
the certificate individuals will possess:





A recognised qualification in data protection.
An understanding of the way that the Act and the Privacy and Electronic Communications
(EC Directive) Regulations 2003 work.
An understanding of what has to done to achieve compliance.
A broad appreciation of the wider context of the Act.

Target Group
This certification is aimed at those who have, or wish to have, some responsibility for data
protection within an organisation. However, it will also be useful for others who wish to obtain, and
demonstrate, a broad understanding of the UK’s data protection regime.

Entry Criteria for the Course and Examination
There are no mandatory requirements for candidates taking the course or examination although
candidates will need a good standard of written English. The course is quite a demanding and
candidates who have an advantage if they already have some grasp of data protection law,
particularly experience of applying it in a work context. Candidates are likely to find the course
very challenging unless they have had some legal training, or experience of, or an aptitude for,
applying the law.
Candidates are strongly recommended to have completed an accredited training course. It is also
recommended that candidates prepare for the course and examination by committing to personal
study before and during the course.

Copyright © BCS 2016
Data Protection Syllabus V7.4

Page 3 of 13
December 2016

Format of the Examination
The examination is a three hour closed-book examination comprising three sections. The format is
as follows with a balance of questions across the syllabus.
Section A: 20 multiple choice questions (1 mark each). All questions to be attempted.
Section B: 8 short answer bullet point questions (5 marks each). All questions to be attempted.
Section C: 6 essay style questions (10 marks each). 4 questions should be attempted. Longer
more detailed responses are required. Whilst some questions will require a detailed explanation of
provisions of the law, others will require discursive answers covering the practical application of the
law in particular circumstances.
The pass mark is 50/100. Distinctions will be awarded to candidates who achieve 80 or more.

Course Format and Duration
Candidates can study for this certificate in two ways: by attending an accredited training course or
by self-study. An accredited training course will require a minimum of 40 hours of study run over a
minimum of five days. The course can be delivered a number of different ways from traditional
class-room based training to online e-learning.

Additional time for candidates requiring Reasonable
Adjustments due to a disability
Candidates may request additional time if they require reasonable adjustments. Please refer to the
reasonable adjustments policy for detailed information on how and when to apply.

Additional time for candidates whose language is not the
language of the exam
If the examination is taken in a language that is not the candidate’s native / official language then
they are entitled to 25% extra time. If the examination is taken in a language that is not the
candidate’s native / official language then they are entitled to use their own paper language
dictionary (whose purpose is translation between the examination language and another national
language) during the examination. Electronic versions of dictionaries will not be allowed into the
examination room.

Excerpts from BCS Books
Accredited Training Organisations may include excerpts from BCS books in the course materials.
If you wish to use excerpts from the books you will need a license from BCS to do this. If you are
interested in taking out a licence to use BCS published material you should contact the Head of
Publishing at BCS outlining the material you wish to copy and the use to which it will be put.
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Syllabus
1.

Context (2.5% - 1 hour of course work)

The objective is to ensure a basic appreciation of the context of data protection law and in
particular that privacy is wider than data protection.
1.1

What is privacy?

1.1.1 The right to private and family life and the relevance of confidentiality.
1.1.1 European Convention on Human Rights and Fundamental Freedoms, UK Human Rights Act
1.2 History of data protection legislation in the UK
1.2.1
1.2.2
1.2.3
1.2.4
1.2.5

OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal
Data 2013
Council of Europe Convention 108, 1981
Data Protection Act 1998
Data Protection Directive 95/46/EC
Telecommunications Directive 97/66/EC, Privacy and Electronic Communications
Directive 20002/58/EC, and subsequent revisions of the latter.

NB Candidates are not expected to have a detailed knowledge of the above.
2.

The Law (52.5% - 21 hours of course work)

As this is a certificate course and only 21 hours are allocated for instruction on this part of the
syllabus, knowledge and understanding of the whole Act is not expected.
2.1 Data Protection Act (45% 18 hours course work)
2.1.1

The definitions

The objective is to ensure that candidates know, and understand the major definitions in the Act
and how to apply them in order to identify what information and processing activities are subject to
the Act.
-

Data (including relevant filing system, accessible records and category (e) unstructured data)
Personal data
Processing
Data Subject
Data controller
Data Processor
Recipient
Third Party
Sensitive Personal Data
The Special Purposes
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Though candidates are expected to be aware that the Freedom of Information Act (FOI) 2000
created a new category of data, category (e) data, they are not expected to understand the
implications of this in respect of the Section 7 right of subject access and are not expected to cover
s33A(1) and s33A (2).
Candidates should have a broad understanding of the reason for making provision in respect of the
special purposes, namely to seek to strike an appropriate balance between freedom of expression
and privacy. They will not be expected to have a detailed understanding of sections 32 (see 2.1.6),
or 44. They are not expected to be aware of sections 45 and 46
2.1.2

The Role of the Commissioner

The objective is to ensure an understanding of the role and main powers of the Information
Commissioner. The following are to be covered.
2.1.2.1 Enforcement (including roles of the First-tier Tribunal and the Courts)
- Information and Enforcement Notices
- Prosecution
- Warrants (entry/inspection) (Schedule 9,1(1) & 12 only – that is a basic understanding of
grounds for issuing and nature of offences)
- Assessment Notices (s41A-s41C) including effect of s55 (3) added by the Coroners and
Justice Act 2009 which provides that the Information Commissioner may not issue a
monetary penalty notice in respect of anything found in pursuance of an assessment notice
or an assessment under s51 (7).
- Monetary penalties (s55A-55E) including the effect of the s55 (3A) provision.
- Undertakings (NB candidates are required to have a basic understanding of how the ICO
uses ‘undertakings’ and that they do not derive from any provision in the Data Protection Act
1998. They are not expected to know the detail of their status and provenance).
2.1.2.2 Carrying out s42 assessments
2.1.2.3 Codes of Practice (including s52A-52E Code of Practice on data sharing) and all current
ICO issued Codes but not any codes issued by other bodies. Candidates will be expected
to have a broad understanding of s52A-E, to appreciate the distinction between a statutory
code and other ICO issued codes and have a broad understanding (but not a detailed
knowledge) of ICO issued codes.
2.1.3

Notification

The objective is to ensure a broad, but not detailed, understanding of the notification scheme and a
grasp of how to apply the notification exemptions.
-

Information to be notified and the public register (NB candidates need to know that public
authorities have to register this fact but not the definition of a “public authority”).
The exemptions from notification.
A basic understanding of the two tier fee regime.
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2.1.4 The Data Protection Principles (20% 8/9 hours NB this is part of the 18 hours for 2.1
the Data Protection Act)
The objective is to ensure an understanding of how the principles regulate the processing of
personal data and how they are enforced, as well as an understanding of the individual principles
in the light of guidance on their interpretation found in Part II of Schedule 1. Candidates will be
required to show an understanding of the need to interpret and apply the principles in context.
-

Introduction: how the principles regulate and how they are enforced including Information and
Enforcement Notices.
First Principle, including transparency and Schedules 2 and 3
Second Principle
Third Principle
Fourth Principle
Fifth Principle
Sixth Principle
Seventh Principle
Eighth Principle, including paragraph 13 of Part II of Schedule 1 and Schedule 4

NB First Principle above - Candidates should appreciate the distinction between the grounds for
processing in Schedules 2 and 3 and the non-disclosure exemptions. They should also have basic
understanding of the law of confidence and the potential interaction with the First Principle.
2.1.5 Individual Rights
The objective is to ensure an understanding of the rights conferred by the Act and how they can be
applied and enforced.
- Right of subject access
- Right to attempt to prevent processing likely to cause damage or distress
- Right to prevent processing for the purpose of direct marketing
- Rights in relation to automated decision taking
- Right to compensation
- Right to rectification, blocking, erasure and destruction
- Right to request s42 assessment of processing
NB Re. subject access fees: Candidates are only expected to know that the standard fee is
£10 and are not expected to know, for example, the fee regime in respect of educational
records.
2.1.6 Exemptions
The objective is to ensure awareness of the fact that there are exemptions from certain provisions
of the Act, and knowledge and understanding of some of these and how to apply them in practice.
Candidates are not expected to have a detailed knowledge of all the exemptions. The following
are expected to be covered in some detail:
-

Domestic Purposes
Crime and Taxation (s29 (1), (2), and (3) only)
Information required to be made public
Disclosures required by law or made in connection with legal proceedings
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-

Confidential references
Management forecasts and planning
Negotiations
Research, history and statistics
Special purposes (s32 (1), (2) & (6) only) and not how these provisions have been interpreted
by the courts
Legal professional privilege (a basic understanding of the circumstances in which this might
apply only)

In addition candidates are expected to know what is meant by “the subject information provisions”
and “the non-disclosure provisions”.
2.1.7 Offences
The objective is to ensure an awareness of the fact that there are a range of offences under the
Act and of the role of the Courts as well as an appreciation of how certain specified offences apply
in practice. It is not intended that candidates should have a detailed knowledge of all the offences.
The candidates will be expected to cover:
2.2

Unlawful obtaining and disclosure of personal data
Unlawful selling of personal data
Processing without notification
Failure to notify changes in processing
Failure to comply with an Enforcement Notice, an Information Notice or Special Information
Notice.
Warrant offences (Schedule 9,12)
Privacy and Electronic Communications (EC Directive) Regulations 2003 (5% 2 hours
course work)

The objective is to ensure an awareness of the relationship between the above Regulations and
the Act, an awareness of the broad scope of the Regulations and a detailed understanding of the
practical application of the main provisions relating to unsolicited marketing.
2.3

Objective and broad scope
Provisions relating to unsolicited marketing calls
Provisions relating to unsolicited marketing faxes
Provisions relating to unsolicited marketing emails (including SMS)
Associated legislation (2.5% 1 hour course work)

The objective is to ensure a basic awareness of some other legislation which is relevant and an
appreciation that data protection legislation must be considered in the context of other law.
-

Computer Misuse Act 1990 – awareness of broad scope.
Freedom of Information Act 2000 – awareness of broad scope and inter-relationship with
Data Protection Act 1998
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-

-

3.

Regulation of Investigatory Powers Act 2000 and The Telecommunications (Lawful Business
Practice) (Interception of Communications) Regulations 2000 – awareness of law regarding
monitoring communication
Crime and Disorder Act 1998 – awareness of power to share information
Anti-Terrorism Crime and Security Act 2001 – awareness of power to use information without
consent
Application (45% - 18 hours of course work)

The objective is to ensure an understanding of the practical application of the Act in a range of
circumstances. This will include detailed analysis of sometimes complex scenarios, and deciding
how the Act applies in particular circumstances and explaining and justifying a decision taken or
advice given.
3.1
3.2
3.3
-

How to comply with the Act
Identification of processing subject to the Act
Notification in practice
Using Privacy Impact Assessments
Adopting a Privacy by Design approach
Policies and practice to adopt to comply with the 7th Principle including when to notify a data
loss
Policies and practice to adopt for data subject access
Addressing scenarios in specific areas
Marketing
Financial services
Local Government
Central Government
Human Resource management
Health sector
Data processing topics
Monitoring – internet, email, telephone calls and CCTV
Use of the internet (including Electronic Commerce)
Data matching
Disclosure and Data sharing

The focus here is on the practical application of the Act, particularly in circumstances where this
might not be clear-cut as will often be the case in real life. It is strongly recommended that case
studies/scenarios and practical examples are used so that candidates become familiar with the
practicalities of compliance. Compliance advice on particular topics and for specific sectors is
published by the Information Commissioner. It is strongly recommended that human resource
management related issues are addressed.
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Levels of Skill and Responsibility / SFIA Levels
The course will provide candidates with the levels of difficulty, knowledge and skill highlighted
within the following table, enabling them to develop the skills to operate at the levels of
responsibility indicated.
The levels of knowledge and SFIA levels are explained on the website www.bcs.org/levels.
Level
7
6
5
4
3
2
1

Levels of Knowledge

Levels of Skill and Responsibility

Evaluate
Synthesise
Analyse
Apply
Understand
Remember

Set strategy, inspire and mobilise
Initiate and influence
Ensure and advise
Enable
Apply
Assist
Follow

Examination Details
Type:
Duration:

Invigilated/Proctored:
Closed Book (No reading
materials allowed into the
examination room).
Learning Hours
Pass Mark
Distinction Score
Course Delivery
Calculators
Exam Delivery

20% multiple choice; 40% short bullet point answers; 40%
discursive essays.
3 Hours. Candidates will be entitled to an additional 45 minutes if
they are sitting the examination in a language that is not their
native language.
Yes
Closed book.

40 hours of direct contact training time.
50/100 (50%)
80/100 (100%)
Either classroom based tuition or distance learning
Calculators cannot be used during this examination
Paper based examination only

Trainer Criteria
Criteria:





Hold the BCS Data Protection Certificate
Have 10 days training experience or hold a train the trainer qualification
Have a minimum of 3 years practical experience in data protection

Copyright © BCS 2016
Data Protection Syllabus V7.4

Page 10 of 13
December 2016

Classroom Size
Trainer to candidate ratio:

1:16 ratio

Recommended Reading and Resource List
This section lists some of the published material available on data protection and associated
subjects. Candidates are not expected to study all of this material, but should use selected
publications to enhance their knowledge. Accredited Training Providers should recommend
appropriate material and resources to supplement their course material to meet syllabus
requirements where necessary.
IMPORTANT: Legislation, Codes of Practice and publications are subject to change. There is no
guarantee that the information included here is the latest version and candidates are advised to
check to ensure that they are referring to the current version.

Legislation and Codes of Practice
Most of the legislation below can be found at www.legislation.co.uk
Data Protection Act 1998
Privacy and Electronic Communications (EC Directive) Regulations 2003, 2004 and 2011
(Amendment)
OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data 2013
Council of Europe Convention 108 1981
Data Protection Directive 95/46/EC– it is generally expected that final agreement will now be
reached at some time during 2015. A two year lead in period is then normally provided to give
business time to prepare and enforcement of the Regulation would then begin in 2017.
Freedom of Information Act 2000
Computer Misuse Act 1990
Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations
2000
Crime and Disorder Act 1998
Anti-Terrorism Crime and Security Act 2001
The Employment Practices Code
Privacy Notices Codes of Practice
CCTV Code of Practice
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Books, Guidance and Other Publications
Title
Author
Publication Date
Publisher

Data Protection - Law and Practice
Rosemary Jay
December 2012 (4th Edition)
Sweet and Maxwell

Title
Author
Publication Date
Publisher

Data Protection and Compliance in Context
Stewart Room
November 2010
BCS

Title
Author
Publication Date
Publisher

Virtual Shadows - Your Privacy in Information Society
Karen Lawrence Öqvist
January 2009
BCS

Title
Author
Publication Date
Publisher

Data-Protection for Voluntary Organisations
Paul Ticher
September 2009 (3rd Edition)
Directory of Social Change

Title
Author
Publication Date
Publisher

Privacy Impact Assessment Handbook
Christopher Graham
February 2014
Information Commissioner’s Office

Title
Publication Date
Publisher

Privacy and Electronic Communications Guidance
September 2013
Information Commissioner’s Office

Websites
The Information Commissioner’s website is recommended as the source of official guidance on
legislation and application of the law: www.ico.org.uk
First-tier Tribunal (Information Rights) www.justice.gov.uk
Panopticon Blog – An Information Law Blog published by 11 Kings Bench Walk
http://www.panopticonblog.com
Article 29 Working Party http://ec.europa.eu/justice/data-protection/article-29/index_en.htm
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